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 MODULE 3 
ETHICS AND SAFEGUARDING DURING COVID-19

Welcome to Module 3: Ethics and Safeguarding during COVID-19. In this Module you  
will find:

 ■ Tip Sheet 3.1: Ethics and Child-Centred Safeguarding during COVID-19
 ■ Tool 3.2: Sample Consent Forms for Child Participants and Caregivers or Legal 
Guardians

 ■ Tool 3.3: Involving Children in Assessing and Responding to Risk and Resources

Tip Sheet 3.1: Ethics and Child-Centred Safeguarding during 
COVID-19 

Key Points for Consideration

Build relational safety: Much of the focus on safety during a health pandemic is on the 
immediate goal of ensuring children’s physical safety (such as washing hands and physical 
distancing) to stop the spread of disease. For participatory work during the pandemic, building 
relational safety is particularly important; providing a warm, trusting, positive and stable 
relationship for children with a key adult who applies boundaries consistently, communicates 
sensitively to the child and expresses their care for and understanding of the child’s perspective.  
This is easier to do with face-to-face interactions with children so when communicating virtually 
it will be important to have regular ‘check-ins’ with children - perhaps at the beginning or end 
of a virtual session. While ensuring children’s physical safety during the pandemic, building 
relational safety for children helps unlock positive long-term outcomes such as children’s re-
engagement in education or in decision-making that affects their lives; increasing their self-
esteem and their long-term psychological safety.1

Ensure provision of mental health and psychosocial support: Establish a point person that 
children can speak to if they are experiencing difficulties and need support. This might be a 
community elder or counsellor, or someone on your staff who is trained to support children’s 
mental health needs. Ensure referral pathways are up to date, including the existence of any child 
helplines and taking account of the changes to service provision during COVID-19. Review referral 
pathways with children to identify any additional sources of support that adult service providers 
may be unaware of. Work with referral sources to encourage them to follow up with children 
who are making calls or visiting them for support. Integrate regular opportunities for children to 
reflect on and enhance their psychosocial wellbeing during activities, including art and play-based 
methods to support space to reflect without words. See The Protection Shield quick tool.

Engaging children in assessing strengths and risks and safety planning: Although it is 
common practice for staff to undertake a risk assessment of a project before it begins, it is 

1  Shuker L. (2013). Constructs of Safety for Children in Care Affected by Sexual Exploitation. In: Melrose M., Pearce J. (eds) 
Critical Perspectives on Child Sexual Exploitation and Related Trafficking. Palgrave Macmillan, London
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particularly useful to involve children in assessing strengths and risks during a pandemic where 
restrictions on movement of people mean that children may be more aware of the risks in their 
communities than project staff are. Involving children in assessing strengths and risks therefore:

• Helps identify risks and protective factors that project staff may not be aware of;
• Enables risk registers or safety plans to respond to the changing environment;
• Builds trust between adults and children through active listening and a collaborative 

planning process. 

See Tool 3.3: Involving Children in Assessing and Responding to Risks and Resources for how to 
undertake a participatory strength and risk assessment with children.

Voluntary informed Assent/Consent Conversations during COVID-19: As each local context 
during COVID-19 may change rapidly both for children and project staff (e.g. governmental 
restrictions on physical distancing are suddenly relaxed), it is recommended that voluntary 
informed consent is addressed regularly (at each point of change). It is useful to think of consent 
as an ongoing conversation that you have with children (and their parents/carers). You can 
document consent by asking children and their parents/carers to sign consent forms and you 
can digitally record their verbal consent if physical distancing is required or children and/or their 
parents/carers have low levels of literacy. Signed consent forms or recordings of consent should 
be kept securely. It may be useful to use a ‘script’ or checklist to guide consent conversations to 
ensure you do not forget anything. Please obtain consent from participants before all activities 
begin, in person or online, and reconfirm again at the beginning of the activity.

Remote adaptations: Restrictions in meeting children face-to-face, due to the COVID-19 
pandemic, mean that online interactions and participatory activities via devices such as 
smartphones and computers are likely to increase. This increases risks to children that are 
specific to the online environment such as the dissemination of false information, exposure to 
violent extremist messaging, or surveillance and censorship. Digital applications, platforms, and 
services need to be safe, secure, and should not result in inappropriate or unethical capture 
and/or use of data on children. Safeguarding considerations for online communication and 
interaction fall into three key areas:

Safe behaviour online

• Appropriate and accessible guidelines are developed for users of digital platforms and 
products. These explain: the purpose, content, and intended users of the platform/
product; expectations regarding posting, speaking, commenting on the site or platform 
and consequences for misuse; and how to enable or use safety and privacy features. The 
sufficiency of these guidelines should be reassessed for the project. 

• Ensure questions are not asked about children’s home lives or immediate surroundings. 
It is recommended to NOT ask questions that directly ask about violence against children 
during lockdown. See UNICEF-Innocenti IRC document.

• Build relational safety by having regular ‘safety’ check-ins with children at the beginning or end 
of virtual sessions where a key worker listens carefully and responds sensitively to the child. 

• Make use of chat or comment box facilities when organising group activities with children, 
asking children to use the chat box to indicate any kind of safeguarding concern or question 
(i.e. if they are becoming upset or are triggered by the activity). Inform them how to 
message the host or whole group. An adult facilitator will need to monitor the chat box and 
respond directly to children raising concerns.
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• All websites, phone lines, and platforms where children are commenting or sharing 
information, photos, and stories are regularly moderated by staff (i.e. staff check that 
content and behaviour online adheres to all guidelines) to maximise safety and privacy and 
minimise risks. All interactions are on official, auditable channels. Where concerns of harm 
or abuse are identified, reporting procedures are followed. 

• Robust and clear procedures for reporting and responding to harm or abuse exist for each 
digital platform or product. These take into account local laws, cultural norms, and the 
availability of protection services.

• Ethical access to and use of children’s data
• Children using digital platforms must be given the opportunity to understand and agree 

to a specified use of their personal data. This consent should not be assumed based on 
their consent for other activities (e.g. for their photo to be used in media activities). 
Likewise, children’s use of a commercial platform does not imply they understand the risks 
associated with all new activities on the platform.

• Active consent must be captured in a way so that consent is not the default option.
• A written agreement is in place to appropriately control and authorise the release of 

information on children (data, images) to partner organisations, the Internet, the public 
domain or any third party. Consent conversations with children (see above) should include 
an assessment of the need/benefit of sharing information that is balanced against potential 
risks, before consent is given by children for use of their data.

Secure collection and management of children’s data

• All digital or electronic information is password protected.
• Data is only stored or hosted using cloud-based services that meet the highest industry 

security standards, including restricted, password protected access, and encryption.
• Authorised access is only given to staff that require the data in order to perform their duties.
• Children’s data is only transferred by secure and authorised means (e.g. VPN2, SSL3).  Data is 

de-identified or anonymised and encrypted before transmission.

Chatbots and Safeguarding

Chatbots are computer programmes which simulate conversations often via popular instant 
messaging services and can provide advice and information to many users at once, while giving 
the illusion of a personal interaction. When not designed carefully, however, chatbots can 
cause distress rather than offer help/advice to children - especially if the chatbot is offering 
direct advice on sensitive topics such as sexuality, sexual and reproductive health, relationships, 
violence and abuse, addiction and substance use, or mental health. Key questions to consider 
when assessing the safety of chatbots include:

• Is it clear that the user is interacting with a chatbot and not a real person?
• Is the option to contact a real person, from an identified organization, offered at the start of 

the session?
• Can the chatbot detect and safely and appropriately respond to users in a high-risk 

situation as well as existing resources with real people can?

2  VPN: Virtual Private Network is a service that allows you to connect to the Internet via an encrypted tunnel to ensure your 
online privacy and protect your sensitive data.

3  SSL: Secure Sockets Layer is the standard technology for keeping an internet connection secure and safeguarding any sensitive 
data that is being sent between two systems.
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• Does the chatbot provide immediate, appropriate guidance on the topic and/or offer the 
option of communicating with a real person, from an identified organization?

• How is the children’s data from chatbot interactions being handled?

See UNICEF’s Learning Brief ‘When chatbots answer their private questions’ for more guidance.

Responding to disclosures and allegations of child abuse during COVID-19  

• If a case of abuse is reported or disclosed when physical distancing restrictions are in place 
and during participation activities, those cases must be referred to trained case workers, 
who will follow up on the processes below. Those engaged in child participation activities 
should follow established child protection and gender-based violence referral mechanisms 
and protocols (see example) to safely and carefully refer children who report an incident/
problem. The most likely and preferred focal point for referrals would be a child protection 
case worker.4

• Seek the views of the child victim/survivor (where it is possible to establish safe, direct 
contact) on their situation that will inform a risk assessment for responding to the report of 
abuse. It may be useful to connect to child helplines to identify services that might support 
the child victim/survivor.

• Conducting remote interviews (e.g. via Skype): Outline the process, in advance, to 
interviewees. Make sure they can safely participate online (i.e. the child is not in the same 
room as a violent parent/carer) and have practiced using the software. If it is not safe 
to do so (e.g. a child is in the same room as a violent parent/carer), do NOT conduct the 
interview. Establish the identity of the interviewee and ensure you are communicating with 
the person you are intending to speak to. Provide information on local support services at 
the end of every interview. 

• Ensure privacy and manage confidentiality: Interviewees should use a computer that is 
private or isolated, make use of headphones and limit the use of identifying information (i.e. 
agree to refer to Mr. Smith as Mr. X). Check there is no-one else in the room or nearby and 
record interviews if possible.

Please see further reading below for more detailed guidance on responding to disclosures and 
allegations of abuse during the pandemic.

  FURTHER READING ON HANDLING DISCLOSURES

 ■ Technical Note: Adaptation of Child Protection Case Management 
to the COVID-19 Pandemic - Version 2: provides considerations for 
adapting child protection case management interventions to the 
COVID-19 pandemic, building on existing response action from 
several countries and case management task force agencies.

 ■ How to support survivors of gender based violence when a GBV 
actor is not available in your area:  A step-by-step pocket guide for 
humanitarian practitioners with a section on supporting children 
and adolescents under 18 years.

4  These tips have been taken from Technical Note: Adaptation of Child Protection Case Management to the COVID-19 Pandemic 
- Version 2
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QUICK TOOLS

CONSENT CHECKLIST: GAINING INFORMED CONSENT

The following consent checklist is taken from a pilot of RISE Learning Network Monitoring and 
Evaluation of Reintegration Toolkit and is for use by staff holding consent conversations with 
potential child participants and their parents/carers to explain how the activity will be run. 

Please ensure, in your discussions with children and their parents/carers, that you discuss all the 
following points before consent forms are signed:

 � We are running a workshop with [ADD NUMBER] children to discuss how we can provide a 
better service for children. 

 � The workshop will last [ADD NUMBER] hours although there will be breaks for lunch and 
snacks.  The workshop will take place on [ADD DATE] at [ADD LOCATION]. 

 � Please do not attend if you or you or a member of your household is ill or tests positive 
for COVID. We will maintain social distancing at the workshop and respect COVID health 
guidance. Except during snack time, we will all wear masks. One will be provided if you do 
not have one. You are asked to inform us if you or a member of your household has COVID 
within 10 days of the workshop.

 � We hope that the workshop will help the children we work with and that it will be a fun and 
interesting day for those participating.

 � We will be using creative ways in the workshop such as drawing and games. Children may 
be asked about their experiences, feelings, opinions, and dreams. 

 � Drawings children make during the workshop will be photographed and the things children 
say will be written down. However, children will choose a different name, instead of their 
real name, which will be used in any reports about this workshop – this is so that children 
cannot be identified in any way in reports.

 � Information from workshops may be used in publications for people working with children 
to learn about how they can help children better. All information we gather will be kept in 
locked files that only [insert name] has access to. We will keep information we gather [add 
date or length of time data is retained] after which it will be destroyed.

 � We will provide a summary of the findings from our workshop if you want to read about 
what happened.

 � If children do not want to take part in the workshop or want to leave the workshop this will 
not be held against them in any way.

 � Children will not be paid for taking part in the workshop. However, all meals and travel costs 
will be provided for children taking part (and for their adult ally should they need one).

 � Children can speak to [ADD NAME OF CHILD PROTECTION COORDINATOR] if they have any 
questions, complaints or if they get upset during the workshop.

 � Children taking part in the workshop and their parents/carers will be asked to sign a 
consent form (or give verbal consent) but this does not commit them in any legal or other 
way to continue to take part in the workshop. This form is not a contract of any kind. 

 � Do you have any questions?
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  FURTHER READING

 ■ Online Safety Technical Note created by End Violence Against 
Children and partners to help governments, information, technology 
and communication companies, educators and parents protect 
children from online risks in lockdown.

 ■ The Safeguarding Resource and Support Hub: An open-access 
platform that brings together relevant guidance, tools and 
research and signposting quality-assured safeguarding support for 
organisations in the aid sector to strengthen their safeguarding 
policy and practice against Sexual Exploitation, Abuse and Sexual 
Harassment (SEAH).

 ■ Safeguarding Investigations Considerations during COVID19: A 
short guidance looking at adaptations that may need to be made 
to investigations as a result of restrictions imposed by COVID-19 
response.

 ■ Technical Note: Child Helplines and the protection of children 
during the COVID-19 pandemic: Provides practical advice to child 
protection actors and service providers on how to support children 
and families through a child helpline service and explores how 
existing child helplines can contribute to efforts to support children 
and families during the COVID-19 pandemic through child protection 
systems. 

 ■ Child Protection Area of Responsibility (CP AoR) Child Protection 
Resource Menu for COVID-19: A file with examples of guidance 
documents on subjects ranging from risk mitigation and alternative 
care to educational resources and child safeguarding in quarantine 
facilities. Managed by the Child Protection AoR Helpdesk.

Tool 3.2: Example Consent Forms for Child Participants and 
Caregivers or Legal Guardians
The following consent forms for child participants and parents or caregivers are taken from  
a pilot of RISE Learning Network Monitoring and Evaluation of Reintegration Toolkit.
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EXAMPLE CONSENT FORM FOR CHILD PARTICIPANTS IN A MONITORING 
AND EVALUATION WORKSHOP

My name is ___________________________________________

Please tick as appropriate:

 � I am willing to participate in a workshop of children organised by [ADD NAME 
OF ORGANISATION]. 

 � I may be asked about my experiences, feelings, opinions, and dreams about 
my life and I am willing to answer these questions if I feel comfortable. I know 
that this workshop will last around [ADD] hours. All meals and travel costs 
will be provided for me during the discussion. I can take breaks at any point 
during the discussion.  

 � I know that my parents/carers are happy for me to take part in the workshop.
 � I know that any personal information I share will be kept securely.
 � I know that any drawings I make during the workshop will be photographed 
and that the things I say will be written down. I am happy for these to be 
used in reports. I understand that I will not be identified in any way in these 
reports (i.e. my real name and the place where I live will not be used). 

 � I would like the name______________________________ to be used for me 
in any reports about this workshop instead of my real name. This is so that no 
one will know that the ideas I shared were from me. 

 � If at any time during the session I no longer want my information to be used 
I can tell the people running the session and they will remove what I have 
shared. 

 � I know that my information may be used in publications for people working 
with children to learn about how they can help children better. I am happy for 
this information to be used in these kinds of publications. I understand it may 
not be possible to remove my information after it is put in a publication.

 � I know that signing this form does not commit me in any legal or other way to 
continue to take part in the workshop. This form is not a contract of any kind. 

 � I know that there is no promise of any money or reward to be given to me. 

If I have any questions I can contact [NAME] at [CONTACT INFORMATION]

Signature:    Date:

Name:     Place:
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EXAMPLE CONSENT FORM FOR CAREGIVERS OR LEGAL GUARDIANS 

 � I give permission for _______________________________ (name of child)  
to take part in a workshop organised by [ADD NAME OF ORGANISATION]. 

 � I have received an explanation about the aims of this workshop and 
what my child may be expected to do during the workshop and how the 
information will be used. 

 � I understand and agree to all the points presented to my child.
 � I understand that my child will not receive any money directly as a result of 
taking part in the workshop. I understand that neither I nor my child will be 
identified in any way in any publications connected to the workshop.

 � I also understand that if at any time I am not happy with my child taking part 
in the workshop, I may withdraw my child from it.

 � I certify that I am the parent, caregiver or legal guardian of the child named 
above.

Name of Caregiver/legal guardian                        Signature of parent/legal guardian

Date:       Contact Information: 

I believe the information given to be correct and the parent/guardian consent 
genuine to the best of my knowledge.

_____________________________________________________

Signature of Representative of Partner Organisation    
Today’s Date 

The following is necessary if the consent form has to be read to the parent/legal 
guardian:

I certify that I have discussed all the points in the consent checklist and read this 
consent form in full to the parent/guardian whose signature appears above.

___________________________________________________

Signature of Representative of Partner Organisation    
Today’s Date  
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Tool 3.3: Involving Children in Assessing and Responding to Risks 
and Resources5  
Purpose: Risks to children are changing so quickly during the pandemic. This risk and resource 
assessment tool supports a partnership approach to identifying risks, as well as strategies and 
resources available in the community to address the risks.  

Time: 45 minutes. 

Materials: Small blank cards, flip chart paper, pens, markers and personal protective gear, 
including masks, hand sanitizer/hand washing stations, as per local recommendations. 

Humanitarian Project Cycle Phase: At any point during the project cycle. 

Participants: This tool is best used with a group of children that already know each other and 
have a number of things in common, such as they go to the same school or attend the same 
club. It works particularly well with advisory groups of children.

Considerations for Age, Gender, and Disability: This tool works best with groups of children 
who are the same age (i.e. within five years of each other) and have similar abilities/disabilities 
so that adaptations work for all children in the group. Younger children or those with low 
literacy may prefer Method 1: in person respecting physical distancing or methods using radio/
video conferencing. Older children may prefer Method 2: online survey, radio call in show or 
via phone/online. When the tool is being used for a project that covers sensitive issues such as 
sexuality it is best to work with same gender groups of children and for the assessment to be 
facilitated by someone of the same gender as the children.

METHOD 1: IN PERSON RESPECTING PHYSICAL DISTANCING                

Steps: 

1. Invite children to sit in a circle, allowing for safe physical distancing, distribute 2-3 blank 
cards and a pen to each child. 

2. Explain the specific stage of the project you are focusing on. Ask children to write down all 
of the strengths and resources that support children when they are feeling worried or at risk 
in their community - one word per card.  

3. Facilitators and/or project staff should also complete cards at the same time, highlighting 
some of the key risks for project activities that they see. 

4. Collect all the cards and place them in a pile in the middle of the circle (in some cases, 
protective gloves might be required to handle these). Ask children to take turns picking up a 
card and/or reading a card out to the group. 

5 Adapted from: Warrington, C. (2020). Creating a Safe Space: ideas for the development of participatory group work to address 
sexual violence with young people. Developed for the Our Voices Too Youth Advocacy Project. Luton: University of Bedfordshire.
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5. Next, ask children and facilitators to write down their risks and worries in their community - 
one word per card. 

6. Collect all the cards and place them in a pile in the middle of the circle (in some cases, 
protective gloves might be required to handle these). Ask children to take turns picking up a 
card and/or reading a card out to the group. 

7. Ask the group if anyone had a similar worry. As themes emerge, ask children to organize 
the cards together based on the worry and discuss with the group if they want to adapt or 
refine the ideas that were presented. 

8. Once the cards are organized, have a discussion about various strategies that could address 
each group of worries. Invite children and adults to re-look at the strengths and resource 
cards. Can any of them be used to support children to address risks and worries they have 
identified? Probe for any personal, family, community or organizational strengths that can 
be utilized to address the worry/risk. You can lead this discussion by asking ‘What do you do 
if….’ and then read out the worry/risk on the card. 

9. The facilitator can write these on a flip chart paper for everyone to see, and as a starting 
place for developing response plans for the project. 

METHOD 2: ONLINE SURVEY, RADIO-CALL IN SHOW OR VIA PHONE/ONLINE

If it is not possible to bring a small group of children together safely, consider the following 
adaptations:

Radio: If you have access to a call-in radio show, it would be exciting to encourage broader 
participation from children in a given community. The radio host could encourage children to 
call in with strengths and resources that exist in the community to address challenges as well as 
specific worries or risks they see and ideas they have to address risks and support communities, 
summarizing key details in the discussion for the wider audience. Then collecting ideas for a 
certain amount of time, the focus can shift to resources and strategies to address some of the 
key concerns that arise. If there is a child-led radio show, promote it and/or help set one up in 
your community. 

Online Survey: Develop a short survey that can be sent out to children. See examples of current 
COVID-19 surveys for ideas (e.g. U-Report, Children’s Parliament Scotland, #CovidUnder19). 
This might include 10 sample risks and asking children to organize risks based on their priority. 
This could also be open-ended questions and answers, asking each participant for 2-3 top 
strengths and resources in their community for keeping children safe, 2-3 risks and worries, and 
2-3 suggestions for how to respond to these worries/risks. Make sure your survey has links to 
support services to call or access in the community. 

Phone Calls/Video-Conferencing: This activity can be facilitated via individual or group calls, or 
through video-conferencing. The facilitator might lead the conversation, and would rely on oral 
summaries for phone calls, and visual summaries for video-conferencing. Assess whether this is 
safe to ask when a child is at their home. Avoid asking children about risks in their own lives and 
focus on greater risks in the community (if safe to do so). 
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Online via JamBoard, Miro or other visual collaboration software: Visual Collaboration 
software allows groups to collectively create a visual board with text, drawings, images, and 
sticky notes. Using this software in this activity, children can be asked to share their strengths/
resources cards and their risk/worry cards via blue post-it notes, and then collectively group 
these into themes. Then, using yellow post-it notes, they can brainstorm strategies to address 
these worries/risks. 

Sample worry cards for children involved in a public engagement/dissemination event 
(webinar/in-person meeting):

You feel really 
nervous when you 
are asked to make 
a presentation and 

forget what you 
were going to say.

Someone asks a 
question that you do 
not have the answer 

to. 

You have a strong 
emotional response 
to something that is 
said by someone in 

the audience. 

You notice someone that 
you know personally 
who is attending the 

event - that you didn’t 
expect or want to attend. 

You don’t want them 
to know you have been 
involved in this project. 

After you speak 
there is silence, and 

no one responds 
or asks a follow-up 

question.

You start sharing a very 
personal story and then 
regret it. You wish you 
hadn’t shared so much 
with people you don’t 

know.
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